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DETAILED ACTION 

1 . In view of the appeal brief filed on 1 1/03/2008, PROSECUTION IS HEREBY 
REOPENED. A new ground of rejection is set forth below. 

To avoid abandonment of the application, appellant must exercise one of the 
following two options: 

(1 ) file a reply under 37 CFR 1.111 (If this Office action is non-final) or a reply 
under 37 CFR 1.113 (if this Office action is final); or, 

(2) request reinstatement of the appeal. 

If reinstatement of the appeal is requested, such request must be accompanied 
by a supplemental appeal bhef, but no new amendments, affidavits ( 37 CFR 1 .130, 
1.131 or 1.132) or other evidence are permitted. See 37 CFR 1.193(b)(2). 

2. Claims 1, 3-9, 11-17, and 19-24 are pending in this application. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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4. Claims 1, 3-9, 11-17, and 19-24 are rejected under 35 U.S.C. 103(a) as being 
anticipated by Weatherby et al. (Pub # US 20004/0054741 A1, hereinafter 
Weatherby) in view of Atltinson et al. (US Pub # 2004/0181571 Al, hereinafter 
Atkin). 

5. With respect to claim 1 , Weatherby discloses a method for establishing trust in 
an email client, the method comprising: accepting in an email server a data 
communications connection from an email client ([0029], lines 2-3), wherein the 
connection includes the email client's network address ([0030], lines 1-4); determining 
from a stored list of trusted network addresses whether the email client is trusted 
according to the email client's network address ([0033], lines 1-6); 

if the email client is not trusted according to the email client's network address, receiving 
authentication data from the email client and determining whether the email client is 
trusted according to the authentication data ([0015], lines 1-9); and 
if the email client is not trusted according to the email client's network address and the 
email client is not trusted according to the authentication data, receiving a sender 
domain name for an email message from the email client and determining whether the 
email client is trusted according to the sender domain name ([0030], lines 1-7) but does 
not clearly disclose wherein determining whether the email client is trusted according to 
the sender domain name further comprises requesting from a domain name service a 
resource record of a type that lists for a sender domain network addresses of email 
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exchanges that are authorized to act as outbound email exchanges for the sender 
domain. 

In the same field of endeavor, Atkinson discloses wherein determining whether 
the email client is trusted according to the sender domain name further comprises 
requesting from a domain name service a resource record of a type that lists for a 
sender domain network addresses of email exchanges that are authorized to act as 
outbound email exchanges for the sender domain ([0018], [0044], claim 28). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time the Invention was made to modify the teachings of Weatherby with the 
teachings of Atkinson in order to identify an actual sending side network address 
corresponding to a sending messaging server that sent the electronic message. 

6. With respect to claim 4, Weatherby discloses the email client Is trusted according 
to the authentication data, and the method further comprises storing the email client's 
network address in association with a trust time limit in the list of trusted network 
addresses ([0040], lines 1-7). 

7. With respect to claim 5, Weatherby discloses accepting In the email server a 
connection from an email client requesting delivery of an email message ([0029], lines 
2-3) according to a protocol that includes client authentication ([0031], lines 1-3, wherein 
the connection includes the network address of the email client requesting delivery of an 
email message ([0029], lines 4-6, lines 10-13); 



Application/Control Number: 10/809,586 Page 5 

Art Unit: 2457 

authenticating tlie email client requesting delivery of an email message ([0030], lines 1- 
4, [0031], lines 1-3); 

delivering the email message to the email client requesting delivery of an email 
message ([0030], lines 7-11); and 

storing the network address of the email client requesting delivery of an email message 
in association with a trust time limit in the list of trusted network addresses ([0040], lines 
1-7). 

8. With respect to claim 6, Weatherby discloses the email client is an email 
exchange that accepts outbound email messages only from trusted senders ([0033], 
lines 1-6). 

9. With respect to claim 7, Weatherby discloses receiving a sender domain name 
further comprises receiving the sender domain name in an SMTP MAILFROM message 
([0029], lines 4-6). 

1 0. With respect to claim 8, Weatherby discloses the email client is not trusted 
according to the email client's network address, the email client is not trusted according 
to the authentication, the email client is not trusted according to the sender domain 
name, and the method further comprises sending an error message to the email client 
and closing the connection ([0030], lines 7-9, [0031], lines 1-3, lines 7-8). 



Application/Control Number: 10/809,586 Page 6 

Art Unit: 2457 

1 1 . With respect to claim 9, Weatlierby discloses a system for establishing trust in an 
email client, the system comprising: 

means for accepting in an email server a data communications connection from an 
email client ([0029], lines 2-3), wherein the connection includes the email client's 

network address ([0030], lines 1-4); 

means for determining from a stored list of trusted network addresses whether the email 
client is trusted according to the email client's network address ([0033], lines 1-6); 
means for receiving authentication data from the email client and means for determining 
whether the email client is trusted according to the authentication data if the email client 
is not trusted according to the email client's network address ([0015), lines 1-9 ); and 
means for receiving a sender domain name for an email message from the email client 
and means for determining whether the email client is trusted according to the sender 
domain name if the email client is not trusted according to the email client's network 
address and the email client is not trusted according to the authentication data ([0030], 
lines 1-7), but does not clearly disclose wherein means for determining whether the 
email client is trusted according to the sender domain name further comprises means 
for requesting from a domain name service a resource record of a type that lists for a 
sender domain network addresses of email exchanges that are authorized to act as 
outbound email exchanges for the sender domain. 

In the same field of endeavor, Atkinson discloses wherein means for determining 
whether the email client is trusted according to the sender domain name further 
comprises means for requesting from a domain name service a resource record of a 
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type that lists for a sender domain network addresses of email exchanges that are 
authorized to act as outbound email exchanges for the sender domain ([0018], [0044], 
claim 28). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to modify the teachings of Weatherby with the 
teachings of Atkinson in order to identify an actual sending side network address 
corresponding to a sending messaging server that sent the electronic message. 

12. With respect to claim 1 2, Weatherby discloses the email client is trusted 
according to the authentication data, and the system further comprises means for 
storing the email client's network address in association with a trust time limit in the list 
of trusted network addresses ([0040], lines 1-7). 

1 3. With respect to claim 1 3, Weatherby discloses means for accepting in the email 
server a connection from an email client requesting delivery of an email message 
([0029], lines 2-3) according to a protocol that includes client authentication ([0031], 
lines 1-3, wherein the connection includes the network address of the email client 
requesting delivery of an email message ([0029], lines 4-6, lines 10-13); 

means for authenticating the email client requesting delivery of an email message 
([0030], lines 1-4, [0031], lines 1-3); 

means for delivering the email message to the email client requesting delivery of an 
email message ([0030], lines 7-11); and 
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means for storing the network address of the email client requesting delivery of an email 
message in association with a trust time limit in the list of trusted network addresses 
([0040], lines 1-7). 

14. With respect to claim 14, Weatherby discloses the email client is an email 
exchange that accepts outbound email messages only from trusted senders ([0033], 
lines 1-6). 

15. With respect to claim 15, Weatherby discloses means for receiving a sender 
domain name further comprises means for receiving the sender domain name in an 
SMTP MAILFROM message ([0029], lines 4-6). 

16. With respect to claim 16, Weatherby discloses means for sending an error 
message to the email client and means for closing the connection if the email client is 
not trusted according to the email client's network address, the email client is not trusted 
according to the authentication, and the email client is not trusted according to the 
sender domain name ([0030], lines 7-9, [0031], lines 1-3, lines 7-8). 

1 7. With respect to claim 1 7, Weatherby discloses a computer program product for 
establishing trust in an email client, the computer program product comprising: means, 
recorded on the recording medium ([0059], lines 9-14), for accepting in an email server 



Application/Control Number: 10/809,586 Page 9 

Art Unit: 2457 

a data communications connection from an email client ([0029], lines 2-3), wherein the 

connection includes the email client's network address ([0030], lines 1-4); 

means, recorded on the recording medium ([0059], lines 9-14), for determining from a 

stored list of trusted network addresses whether the email client is trusted according to 

the email client's network address ([0033] lines 1-6); 

means, recorded on the recording medium ([0059], lines 9-14), for receiving 

authentication data from the email client and means, recorded on the recording 

medium, for determining whether the email client is trusted according to the 

authentication data if the email client is not trusted according to the email client's 

network address ([001 5], lines 1 -7); and 

means, recorded on the recording medium ([0059], lines 9-14), for receiving a sender 
domain name for an email message from the email client and means, recorded on the 
recording medium, for determining whether the email client is trusted according to the 
sender domain name if the email client is not trusted according to the email client's 
network address and the email client is not trusted according to the authentication data 
([0030], lines 1-7), but does not clearly disclose wherein means, recorded on the 
recording medium, for determining whether the email client is trusted according to the 
sender domain name further comprises means, recorded on the recording medium, for 
requesting from a domain name service a resource record of a type that lists for a 
sender domain network addresses of email exchanges that are authorized to act as 
outbound email exchanges for the sender domain. 
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In the same field of endeavor, Atkinson discloses wherein means, recorded on 
the recording medium, for determining whether the email client is trusted according to 
the sender domain name further comprises means, recorded on the recording medium, 
for requesting from a domain name service a resource record of a type that lists for a 
sender domain network addresses of email exchanges that are authorized to act as 
outbound email exchanges for the sender domain ([0018], [0044], claim 28). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to modify the teachings of Weatherby with the 
teachings of Atkinson in order to identify an actual sending side network address 
corresponding to a sending messaging server that sent the electronic message. 

1 8. With respect to claims 3, 1 1 , and 1 9, it is rejected for the same reasons as claims 
1 , 9, and 17 above. In addition, Atkin discloses the method step, means for, and 
computer program product recorded on the recording medium for determining whether 
the e-mail client is trusted according to the sender domain name further comprises 
determining whether a domain name service resource record associates the email 
client's network address with the sender domain name and lists for a sender domain 
network addresses of email exchanges that are authorized to act as outbound email 
exchanges for the sender domain name, the DNS resource record being of a type that 
lists for a sender domain network addresses of email exchanges that are authorized to 
act as outbound email exchanges for the sender domain ([0018], [0044], claim 28). 
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1 9. With respect to claim 1 9, it is rejected for the same reasons as claim 1 7 above. 
In addition, Atkin discloses the method step, means for, and computer program product 
recorded on the recording medium for determining whether the e-mail client is trusted 
according to the sender domain name further comprises determining whether a domain 
name service resource record associates the email client's network address with the 
sender domain name and lists for a sender domain network addresses of email 
exchanges that are authorized to act as outbound email exchanges for the sender 
domain name, the DNS resource record being of a type that lists for a sender domain 
network addresses of email exchanges that are authorized to act as outbound email 
exchanges for the sender domain ([0018], [0044], claim 28). 

20. With respect to claim 20, Weatherby discloses the email client is trusted 
according to the authentication data, and the computer program product further 
comprises means, recorded on the recording medium , for storing the email client's 
network address in association with a trust time limit in the list of trusted network 
addresses ([0040], lines 1-7). 

21 . With respect to claim 21 , Weatherby discloses means, recorded on the recording 
medium, for accepting in the email server a connection from an email client requesting 
delivery of an email message ([0029], lines 2-3) according to a protocol that includes 
client authentication ([0031], lines 1-3), wherein the connection includes the network 
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address of the email client requesting delivery of an email message ([0029], lines 4-6, 
lines 10-13); 

means, recorded on the recording medium, for authenticating the email client requesting 

delivery of an email message ([0030], lines 1-4, [0031], lines 1-3); 

means, recorded on the recording medium, for delivering the email message to the 

email client requesting delivery of an email message ([0030], lines 7-1 1 ); and 

means, recorded on the recording medium, for storing the network address of the email 

client requesting delivery of an email message in association with a trust time limit in the 

list of trusted network addresses ([0040], lines 1-7). 

22. With respect to claim 22, Weatherby discloses the email client is an email 
exchange that accepts outbound email messages only from trusted senders ([0033], 
lines 1-6). 

23. With respect to claim 23, Weatherby discloses means, recorded on the 
recording medium, for receiving a sender domain name further comprises means, 
recorded on the recording medium, for receiving the sender domain name in an SMTP 
MAILFROM message ([0029], lines 4-6). 

24. With respect to claim 24, Weatherby discloses means, recorded on the recording 
medium, for sending an error message to the email client and means, recorded on the 
recording medium, for closing the connection if the email client is not trusted according 
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to the email client's network address, the email client is not trusted according to the 
authentication, and the email client is not trusted according to the sender domain name 
([003], lines 7-9, [0031], lines 1-3, lines 7-8). 

Claim Rejections - 35 USC § 103 

25. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner In which the Invention was made. 

26. Claims 3, 11, and 19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Weatherby and Atkin as applied to claims 1, 9, and 17 in view 
of Lalonde et al. (US Pub # 2004/0068542 A1, hereinafter Lalonde). 

27. With respect to claims 3, 1 1 , and 19, Weatherby and Atkin discloses the method 
step, means for, and computer program product recorded on the recording medium for 
determining whether the e-mail client is trusted according to the sender domain name 
further comprises determining whether a domain name service resource record 
associates the email client's network address with the sender domain name and lists for 
a sender domain network addresses of email exchanges that are authorized to act as 
outbound email exchanges for the sender domain (Weatherby, [0030], lines 1-7, [0041], 
lines 10-18) (Atkin ([0018], [0044], claim 28), the DNS resource record being of a type 
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that lists for a sender domain network addresses of email exchanges that are 
authorized to act as outbound email exchanges for the sender domain (Atkin [001 8], 
[0044], claim 28). 

In the same field of endeavor, Lalonde also discloses the DNS resource record 

being of a type that lists for a sender domain network addresses of email exchanges 
that are authorized to act as outbound email exchanges for the sender domain ([0039], 
lines 8-13). 

Therefore, it would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to modify the teachings of Weatherby and Atkin with 
the teachings of Lalonde in order to extract the IP address from the server domain 
name and vice versa. 

Response to Arguments 

28. Applicant's arguments with regard to claims 1, 3-9, 11-17, and 19-24 have been 
fully considered but are moot in view of new grounds of rejection. 

Conclusion 

29. The examiner notes that the applicant's claimed invention focuses on a method 
wherein a first user account comprises an undesirable receiving device that holds 
undesirable messages which the first user cannot access, and a second user account 
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that is used to access these undesirable messages addressed to the first user. 



30. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to HO SHIU whose telephone number is (571)270-3810. 
The examiner can normally be reached on Mon-Thur (8:30am - 4:00pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ario Etienne can be reached on 571-272-4001 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



HTS Ho Ting Shiu 

01/30/2009 Patent Examiner 

GAU 2457 



/ARIO ETIENNE/ 

Supervisory Patent Examiner, Art Unit 2457 



